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1.B uensx npepoTBpalleHnss peanv3aumm  yrpo3 6e30nacHOCTU  MHMOPMaLMOHHON
HgpacTpykTypbl MKOY COLL Nel r. HmkHue Ceprv He06X0ANMMO NPUHATL AOMNOSHUTESbHbIE
Mepbl 3aLLUTbI MHOPMaLLNN:

1. ObecneunTb NPUMEHEHME CPEACTB aHTUBMPYCHOWM 3aluTbl M aHTMUCNaMa, a Takxe
CBOEBpPEMEHHOEe 0OHOB/IEHNE X 6a3 AaHHbIX.

2. HactponTb B cpeacTBax aHTUBMPYCHOWM 3alnTbl, aHTuUcnama (Npy Haam4vmm)
NPOBEPKY BCEX MOCTYNAOLMNX Ha 3NEKTPOHHYHO NMOYTY B/IOXXEHWIA.

3. MpouHhopmmpoBaTb NOb30BaTENEN MHHOPMALMOHHOM CUCTEMbI 0 HEOOXOANMOCTU
6e30nacHoi paboTbl C 3NEKTPOHHOM NOYTOM, a UMEHHO:

-BHUMAaTE/IbHO NMPOBEPATh afpec OTNPaBUTeNs, fAaXKe B C/lyyae COBMafeHUs UMEHU C yxe
N3BECTHbLIM KOHTaKTOM;

-He OTKpbIBaTb NMUCbMa 0 HEN3BECTHbIX UCTOYHWNKOB;

-NpoBepATb MUCbM, B KOTOPbIX COAepXKatca Mpu3biBbl K AercTBUsAM (Hanpumep:
«OTKPOI», «MNpoUnTai», «03HaKOMbCS»), a TakKe ¢ TeMaMy MNpo (OMHaHCbl, 6aHKW,
reono/IMTUYeCKY0 06CTaHOBKY W/M YTIpo3bl;

-He rnepexofuTb MO CCbbIKaM, KOTOPbIE COAEPXATCS B 3/IEKTPOHHbIX MUCbMaX, 0CO6EHHO
eC/IN OHW A/IMHHbIE U HA0BoPOT, MCMO/b3YHOT CEPBUCHI COKpaLLeHMs ccbinok (bit.ly,
tinyurl.com n 1.4.);

-He HaXXMMaTb Ha CCbIIKU U3 MNCbMA, eC/IN OHW 3aMeHEHbI Ha C/OBa,;

-NMPOBEPATb  CCbIIKW, [aKe ec/iM MUCbMO MOJSIyYeHO OT APYroro rosb3oBaTens
NH(OPMaLMOHHON CUCTEMBI;

-He OTKpbIBaTb B/IOXKEHWNSI, OCOGEHHO €C/IN B HUX COAEPXKAaTbCA fJOKYMEHTbI C MaKpocamu,
apXxuBbl C Naponamu, a Takxe ainol ¢ pacwmputensmm RTF, LNK, CHM, VHD;
-He nepexoauTb MO CCbIMKaM WM He CKa4dvBaTb (haiinbl, COAep Kalimecs BO BXOAALLMNX

MOYTOBbLIX COOOLLEHMAX, €CNN CPeAcTBaMM aHTUBMPYCHOM 3aluTbl B YKa3aHHbIX

B/IOXKEHUAX 0OHAPY>XeHO BpefOHOCHOEe NporpaMMHoe obecrieveHue;

-BHMMaTe/lbHO OTHOCUTBCA K MUCbMamM Ha MHOCTPAHHOM f3blke, C 60MbLUINM
KOMMYeCTBOM MnosiyyaTenei n oporpamyeckuMm olmnbKamu;

-B Cny4yae MOSABMNEHUA COMHEHWA, HanpaBUTb MOJlyYEHHOE MUCbMO KaK B/IOXXEHUe
aAMUHUUCTPATOPY MHGOPMALMOHHOW CUCTEMBI.

4. AKTBMpoBaTb (MO BO3MOXXHOCTW) MeXaHWU3Mbl MPOBEPKM 3MEKTPOHHOM MOYThl,
NPOBEPKU  MOA/MMHHOCTW  OOMEHa-OTnpaBuTens  (Hanpumep,  WUCMOMb30BaTb
TexHonorum DKIM, DMARC, SPF), a Takke HaCTpOUTb MPOBEPKY BXOAALLMX NMNCEM
C UCNO/Ib30BaHMEM 3TUX TEXHO/IOTUIA.

5. 3abnokunposatb (NP BO3MOXKHOCTM) MOSyYeHMe Monb3oBaTenst NHHOPMaLMOHHON
CUCTEMbI B 3/IEKTPOHHbLIX MuUcbMax c pacwwupeHuamn ADE, ADP, APK, APPX,
APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL, DLL, DMG. EX, EX_, EXE,
HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX,
MSIXBUNDLE, MSP, MST. NSH, PIF, PS11, SCR, SCT, SHB, SYS, VB, VBE,
VBS, VHD, VXD, WSC, WSF, WSH.

6. 3abnokmpoBaTb AOCTaBKY MMCEM OT 3apy6eXKHbIX JOMEHOB-OTNPaBUTENEN.

7. O6ecrneuntb  perynspHoe  OOHOB/IEHME  WUCMONb3YeMOro  MporpaMmMHoOro
obecneyeHns, B TOM 4MC/e Ha CeTeBblIX YCTpoOWcTBax (MapLipyTusaTopax,
KOMMYyTaTopax).

8. O6ecneynTb UCMONb30BaHNE YCTOMUMBBLIX A/IMHHBIX Naposie aAMUHUCTPATUBHbIX
YUETHbIX 3arnuce.

2. Mpun NocTynaeHNN Ha afpec 3M1eKTPOHHOW NOoYThl 3aBe40MO JIOXKHOIO COOO6LLEHUS 06
aKTe Teppopm3mMa HeoO6X0AMMO MPUHATL CriedytoLime Mepbl:


tinyurl.com

1. TMocTtynuswee coobLLeHne 06 aKTe Teppopu3Ma He yaansiThb.

2. OcyLlecTBMTb KOMUpOBaHME TekcTa coobLleHMs 06 akTe Teppopusma B Buie
CHMMKOB 3KpaHa YCTpoMcTBa (CKPUHLLOTOB /IGO0 (POTOM306PaKEHNIA, NOMYUYEHHbIX
NnocpeACcTBOM LNMPOBOI hoTodhmKcaymm).

2.1 Ha ckpuHwoTax (hoTon3obpaxeHnsx) [O/MKHa OTobpaxkaTbCs crefytoLlas
NHopmMauma 06 06bekTe:

-Ha3BaHVe TeMbl NUcbMa (B TOM 4MUC/le eCIM MUCbMO He MMeeT HasBaHua: «<bes
TEMbI>»);

-aflpec 3/1IEKTPOHHOW MOYTbl OTMNpaBUTeENs MUCbMa, 3aUKCUMPOBaHHbIA B rpade,
0603Ha4YeHHOM PeKBU3UTOM «OT:»;

-faTa v Bpemsi OTNpas/IEHNSA NMUCbMA;

-TEKCT N1cbMa (BKIOYasA NOANUCH K Hemy, Hanpumvep: «C yBaxkeHue, VBaH /1BaHOB»),
KOTOpPbIA MOXEeT COAep>KaTbCA HEenocpeAcTBEHHO B MUCbME W/WAN BO BIOXKEHUU K
Hemy B Bufe MpPUKpPernIeHHoro arina.

2.2 3aiMKCMpOoBaTb Ha CKPUHLLOTE/(POTOM300PaXKEHNN HANINYME B MUCbME B/IOXEHWS,
a TakkKe Nnpu OTKPbITUW ero 3ahMKCMpoBaTb aHaSIorMyYHbIM COCOBOM TEKCT, KOTOPbIi
OHO COJEPXKUT.

3. Wcknounte  KonupoBaHMe — TeKcTa  CcOOoOLWeHus 06 akTe  Teppopusma
(CKPMHLLIOTBI/(hOTOM300paXKEHNS)  HEHaZ/leXallero  KavectBa, 0O0YC/IOB/IEHHOIO
HebpeXXHbIM KOMMpoBaHWeM, (hoTorpadmpoBaHem TEKCTOB.

4. TIpM HEBO3MOXHOCTU (mKcaumMm coobleHnn 06 akTe Teppopusma B BuAe
CKPUHLLIOTOB/(hOTOM306pakKeHMIN OCYLLLECTBUTL UX (hMKCaLMIo NOCPeaCcTBOM (DYHKLUWI
KOMMpoBaHuA N BCTaBKM B OKYMeHT Word (C coxpaHeHeM yKa3aHHOM nH(opmaumm
06 06beKTe).

5. O nocTtynusLUem coobLeHn 06 akTe Teppopr3Ma HesaMeL/IMTe/TbHO COOOLLMTL NO
eANHOMY HOMepy BbI30Ba 3KCTPEHHbIX OrepaTuMBHbIX CNyx6 «112» nu6o B
6/1vKaLWNiA opraH BHYTPEHHUX Jen.

Pa3paboTa/sl  OTBETCTBEHHbIN 3a  NPO(MNAKTUYECKYHD  [OeATeNbHOCTb MO
aHTUTeppopusmMy Ywakos E.B.




